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OAPEKTOPAT
LUMBUNHOT
BA3QYXONMOBCTBA
PEMYBIVKE CPBUIE

Ha ocHoBy wiana 61. 3akona o jaBnum HabGaBkama (,,CiyxGenm rnacuuk PCY, op.
124/12, 14/15 u 68/15) u wiana 6. Ilpaswinuka 0 0GaBEe3HMM €NEMEHTHMAa KOHKYpCHE
JOKYMEHTAIHj€ y HOCTYIIMMA jaBHUX Ha0aBKK M HAYMHY [0Ka3MBarba HCIyEBEHOCTH yCI0Ba
(-.Ciryxbenn rmacauk PCY, 6poj 86/15), a y Besu ca OmnykoM 0 IOKpeTamy TMOCTYNKA jaBHE
HabaBKe MaJle BPSIHOCTH — O/[PXKABak:€ CHCTEMA 3a 3alUTUTY AIUIMKATHBHEX cepBepa u 6asa
0/laTaka U CHCTEMA 3aIUTHTE NPH MHTErpalMjamMa ca eKCTepHHM cuctemuma (6poj 6/9-01-
0035/2018-0002 ox 18. centembpa 2018. roamue) u Pememem o 06pazosamy Komucuje 3a
jaBHy HabaBKy Maje BPETHOCTH YCIyre — OJp)KaBaibe CHCTEMA 33 3aITUTY allTHKATHBHIX
cepeepa H 6asa MoJaTaKa W CHCTEMa 3alITHTE IPH MHTErpalyjaMa ca eKCTEPHIM CHCTEMHMA
(6poj 6/9-01-0035/2018-0003 ox 18. centembpa 2018. roausue),

Komwucuja 3a jaBHy HabaBKy Majie BPeIHOCTH YCIIYTe — O/[pIKABAHE CHCTEMA 32 3aIITUTY
AIUMKATUBHUX CepBepa M 0Oasa mojaTaka M CHCTEMa 3alUTHTE NPH MHTerpanujama ca
eKCTEpHUM CHCTeMHMa 00jaBibyje

KOHKYPCHY JOKYMEHTAILIAJY
3a japHy Ha6aBKy MaJjle BPHOCTH yCiIyre — OQpiKaBam-€ CHCTeMa 32 3aMITHTY
AMVIMKATHBHHX cepBepa H 0a3a moJaraKa H CHCTeMa 3aITHTe
NpH HHTErpanMjamMa ca eKCTePHUM CHCTEMHMA
Pennn 6poj JHMB 24/2018

KonkypcHa oKyMeHTalHja CaipKH:
1. Ilo3mB 3a mogHOIEHE MOHYIA
2.  Omnury mogauu o HabaBuu
3. Tlomamu o npeamery jaBHe HabaBKe
4. VYcnosu 3a yvemhe y NOCTYnKy jaBHe HaGaBKke W YIOYTCTBA 3a JOKa3WBaKE THX
ycIoBa
Yuyrcrso nonyhauuma kako aa cayuHe MOHYIY
Ob6pasanu nonyze
O6pasan - mosaum o nonyhauy/uma u noaussohauy/mma:
7.1. momanu o noHyhady Kajaa HacTyna CaMOCTAIHO HIIH ca noau3Bohauem
7.2. noxany o nonyhaunma Kajga HacTynajy y 3aj€THUYKO] TIOHYIH
7.3. momauu o moamM3Bohauy/mma
8. OGpasan u3jaBe 0 UCIYHEHOCTH YCIOBa 3a ydemmhe y IOCTYKY jaBHe HabaBKe Kaja:
8.1. monylhay HacTyna caMOCTAaNTHO KK y 3aj€THHUKO] TOHYH
8.2. momyhay macTyna ca moaussohauem/uma
9. OGpasan usjaBe 0 TPOLIKOBHMA IPUIIPEME TIOHYE
10. O6pa3sar u3jaBe 0 HE3aBHCHO] MOHYIH
11. Obpasan usjase o nomroBamy 06aBe3a Koje Npou3niIase U3 Bakehnx nponuca u y
Be3u ca 3a0paHoM 00aBbarma JEeIaTHOCTH
12. Osnamherse npencrasauka nonyhaua
13. O6pasan usjase o puHaHCHjCKOM 06€36ehermy
14. Mogen yroBopa
15. Texunuka cneuudukanyja, TEXHHUKE KAPAKTEPHCTHKE U 3aXTCBH
16. O6pasai cTpykType LeHe
17. Ob6pasan mozena 6aHKapcke rapanimje 3a 036HIBHOCT MOHY/IE
18. O6pasan mozena 6anKapcke rapanumje 3a 06PO H3BPIIEHE MOCHA

N o w»
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1. TIO3UB 3A MMOJHOUMIEKE MOHYAE Y IOCTYIIKY JABHE HAGABKE MAJIE
BPEJAHOCTH

Ha ocnoBy wrana 39. 3akona o jaBauM HaGaBkama (,Ciysx6enu riacaux PCH, op.
124/12, 14/15 n 68/15) n IlpaBunnuka 0 06aBe3HHM eIEMEHTHMA KOHKYPCHE JOKYMEHTaIlHje
y TOCTYIIMMa jaBHUX HAabaBKM U HAaYMHy J0Ka3MBarba HCIYHEHOCTH yciosa (,Ciyx6enu
raacauk PC, 6poj 86/15),

Jlupexropar muBmIHOT BasmyxomioscTsa PemyGnuke Cpbuje o6jaBmyje

IO3UB
3A IIOJHOIIEE MMOHYJE Y IIOCTYIIKY JABHE HABABKE MAJIE
BPEJHOCTH YCIIYTE - OJIP’)KABAIBE CUCTEMA 3A 3AIITUTY
AIIVIMKATUBHUX CEPBEPA M BA3A IIOJATAKA U CUCTEMA 3AILLTUTE
ITPU HTHTEI'PAITHJAMA CA EKCTEPHUM CUCTEMUMA

1. llpeamer HabaBke

[Tpenmer HaGaBKke je jaBHa HaGaBKa Malle BPEAHOCTH YCIIyTe — OApIKaBamhe CHCTEMA 3a
3AIITHTY alIMKATHBHUX CepBepa M 6asa nojataka U CHCTeMa 3alITHTe IIPH HHTErpamujama ca
ekcrepHum cucremuma. Ilpenver naGaske Ommxe je ompehen y meny ., Texmmuka
cnenudukanuja“ KOHKYpCHe JOKyMEHTAIHje.

Osnaka u3 onrer peunuka Habaske 72267100.

Kpurepujym 3a u36op HajnoBosBHHjer NOHyhaya MpeaMeTHe jaBHe HabaBKe je HajHHKa
nonyhena uena.

2. llogHOmem:€ MOHY 12

Ilonyne ce nomroce Ha ajipecy Hapyunona - [lupeKTOpaT HUBHUIHOT Ba3yXoILIOBCTBA
Peny6anke Cpouje, yi. Ckagapeka Op. 23 u 23/1, 11000 Beorpan, ca HaOMeHOM »IloHyMa
3a JaBHY HabaBKy Maje BPeIHOCTH YCIIyTe — OJ[pXKaBAm€e CHCTEMA 32 3alUTHTY allJIMKaTHBHUX
cepBepa ¥ 6asa MojiaTaka M CHCTeMa 3allTHTE [IPY MHTErparnnjama ca CKCTEPHUM CHCTEMHMA,
Penan 6poj 24/2018 — HE OTBAPATHU®. Ha nonehuuu xoBepre 06aBe3HO YuTKO yoHucaTu
HasuB ¥ ajpecy noxyhaua.

Pox 3a nognomeme nonysa je 3. oxkro6ap 2018. rogume x0 10 gacosa. ITonyzne xoje
CTMIHY IOC/Ie HaBEJIEHOT poka cMatpahe ce HebnaroBpemenuM. Hebmaropemene IIOHYJE ce
Hehe oTBapaTH M N0 OKOHYAlbY IIOCTYIIKA OTBaparha Guhe Bpafiere nonyhady y3 nosparuuiy,
ca Ha3HAKOM /1a j€ MCTa MOJHeTa HeGIaroBpeMeHo.

3. OrBapame nonyaa

JaBHO oTBapame GnaroBpemMeHO IpHCTHIIMX TIOHyma o6aBuhe ce y Hpocropujama
Hapyuuonua, y beorpany, yn. Cxanapcka 6p. 23 u 23/1, ogmax 1o HCTEKY pPOKa 3a IOJHOLICHE
TIOHY/1a, OTHOCHO Aana 3. okto6pa 2018. romune y 10:30 yacosa.

OtBapamy NOoHy1a MOTY IIPUCYCTBOBATH TIPEACTABHHUIA nonyhaya ca ypenaum mucasum
opnawhemem 3a ydemhe y IOCTYNKY OTBapama, KOje MOAHOCE KOMHCH]H 3a NPEIMETHY
HabaBKy Ipe MOYETKa jaBHOT OTBapamba.

4. W360p HajnoBo/bHUje MOHY/IE H 3aK/bYUeHe yrosopa

OKBHPHH POK 3a JIOHOMIEHE OMIYKe O H360py HajII0BOJbHHM]j€ IOHY/IE je 5 [aHa o JaHa
OTBapama IOHYZa. YTOBOP ca HajIOBOBHUjUM moHyhauem ke ce 3aK/bYYHTH HAKOH HCTEKa
POKa 3a 3alITUTY IpaBa nonyhaua.
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5. Haumu npeysnmama KOHKypPCHe J0KyMeHTalHje, OJHOCHO HHTEpPHET agpeca rae
je KOHKYpCHa JIOKYMEHTAIHja A0CTyIHA:
- Ha noprany jaBuux nabasxu (http://portal.ujn.gov.rs/)
- Ha unrepner cTpanunu Hapyunona (http://www.cad.gov.rs/javnenabavke.php)

KonTakT ocoba: XXukuh Musomn (nabavke@cad.gov.rs)
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2. OIIIITH IIOJAIIA O JABHOJ HABABIIN

1. Ilomaum o HApyYHOIY
JlupexTopaTr MUBHIHOT Ba3ayXoIioBcTBa Peny6nuke Cpbuje
Anpeca: yn. Cxkagapcka 6p. 23 u 23/1, 11000 Beorpan
MHTEepHeT cTpaHuIla Hapy4yuona: www.cad.gov.rs

2. Bpcra nocrynka jaBHe HabaBKe:
JaBHa HabaBKa Majie BpeAHOCTH

3. Ilpeamert jaBHe HaGaBKe
JaBHa HabaBka Majie BPEJHOCTH YCIyre — OJp)KaBame CHCTEMA 3a 3aLUTHTY
aIUIMKaTMBHUX CepBepa U 0asa mojaraka M CHCTeMa 3allTHTE IPH MHTErpamujaMa ca
E€KCTEpHUM CHCTEMHMa
ITocTynak ce Bomu paay 3akjbydera yroBopa

4. KourTakTt ocoba
Munom XXukuh (nabavke(@cad.gov.rs)

3. INIOJAIIA O MTPEAMETY JABHE HABABKE

Ilpenmer jaBne Habaske o peaHuM G6pojem 24/2018 je jaBHa HabaBKa Malle BpeHOCTH
ycjryre — opikaBarse CHCTEMA 3a 3aINTHTY aIlUIMKaTHBHUX cepBepa U 6asa mojaTaka u cucTeMa
3aIITUTE [IPY HHTErpanyjaMa ca eKCTepHHM CHCTEMHMA.

Osnaxa u3 ommrer peunuka Habaske je 72267100.

4. YCJIOBA 3A YYEIIRE Y IIOCTYIIKY JABHE HABABKE U YIIYTCTBO
KAKO CE JOKA3YJE HCIIYIbEHOCT TUX YCJIOBA

1) O6aBesnu ycnosum 3a moHyhaua mponmcanm wiamom 75. 3akoHa o jaBHEM

HafaBKaMa U TO:

a) Jla je perucTpoBaH KOJ HAUIEKHOT OpraHa, OJHOCHO yIucaH y oxaroeapajyhu
perucrap;

0) la oH ¥ HETOB 3aKOHCKH 3aCTYIHHK HHje ocyhHBaH 3a HEKO O KPHBHYHUX Jiella
Kao YmaH OpraHH30BaHE KPUMHHAJIHE TPyIe, Aa HUje ocyhuBaH 3a KpHBHYHA [eia IPOTHB
TIPUBPE/IC, KPUBHYHA JIeJIa IIPOTUB XKHBOTHE CPEIMHE, KPUBHYHO J€JI0 IPHMaba WK JaBarha
MHTa, KPUBHYHO JIEJIO IIPEeBape;

B) Jla je u3MHUpHO JoCTese Topese, ONPUHOCE  Ipyre jaBHe maxOHHE y cKiamy ca
nponucuma Peny6nuke Cpbuje mim crpane ap)aBe ako UMa CeUIITe Ha HE€HO] TEPUTOPH]H.

2) Nonathu ycuoBu 3a moHyhada mpommcan wi. 76. craB 2. 3akoma o jaBHHM
HabaBkama u TO:
a) TOCJIOBHH KamaluTeT
— Ja je mporeca pana (ocjoBama) ycariaies ca oarosapajyhum cranmapauma
ISO 9001:2015 u ISO 27001
6) TEXHHUYKH Kanai|TeT
— Jla je ayTOpH30BaH 3a MpOJajy IPEAMETHHX 106apa;
— WMMa NapTHEPCKM CTaTyc ca MpoM3BohauyeM ompeMe OCTBAapeH Ha JIOKAIHOM
HHBOY.
B) KaJIPOBCKH KamalUTeT
— Jla MMa HajMamke jeAHO PajHO aHraKOBAHO JTAIE Koje nmocexyje IBM Security
Guardium Administration ceprudukar;
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— Jla uMa HajaMibe jeIHO paJHO aHraKOBaHO IHUE Koje mocexyje Certified
Deployment Professional Security QRadar SIEM cepruduxar;

— Ha uma HajMame 1 (jemHo) pajHO aHraxoBaHO nmUe Koje mocexyje Certified
Ethical Hacker ceprupuxar mnmu OSCP (Offensive Security Certified Professional)
cepruduKar.

3) YcaoBu xoje Mopa a ucnyHH noauzsohaua:
ITommsBohay mMopa ia ucnynu cBe obaBe3He yCIIOBE HaBeleHE 3a MoHyhaya, a 0KaTHE
ycnose 3a yuemhe y NOCTyNKy jaBHe HabaBKe He MOpa /1a HCITyH>aBa.

4) YcioBu Koje MOpa ia MCIyHH ¢BaKH o1 noHyha4a u3 rpyne nonyhaua:
Caaxu oz oHyhaya u3 rpyne nonyhada mopa /1a HcnyHu cBe 06aBe3He YClIOBE HABEEHE
y unany 75. 3aKoHa 0 jaBHMM HabaBKama, a I0/IaTHE yCIIOBE Ja HCIYHhaBajy 3ajeIHo.

5) YmyTceTBO Kako ce J0Ka3yje HCIYHEHOCT THX YCJI0BA:

Hcnymenoct cBux 06aBe3HMX H JOJATHHX YCIOBa Ce J0Ka3yje JOCTABIHAMEM u3jaBe
noHyhaya o ucymaBamy ycioBa 3a ydemmhe y MOCTYIIKY jaBHE HabaBKe U TO:
- M3jaBoM 0 HCITyEB:-€HOCTH yCII0Ba 3a y4elihe y IOCTYIKY jaBHe HabaBKke, Kaja HacTyma
CaMOCTAaJTHO WM Y 3aj€JHUYKO] TIOHYAU UK
- U3jaBoM 0 ucTiymeHOCTH yciI0Ba 3a y4elihe y IOCTYIIKY jaBHe HabaBKe, Kaja HacTyna
ca noau3BohageM.

Hapyunnai mosxe 3axteBaty 1a, npe foHomera Oiyke o gonenu Yrosopa 3a HabaBKy
yclyre — ofipiKaBarbe CHCTEMa 3a 3alUTUTY alljIMKaTHBHUX CepBepa u 0a3a ImojaTaka | cucTeMa
3alITHTE MPH MHTErpalyjamMa ca eKCTEpHHM CHCTeMHMa, ol NoHyhaua umja je TmoHyna Ha
OCHOBY M3BemmTaja 0 CTpy4HO] OLICHH NOHY/IA OLIC-eHa Kao HajIOBOJbHH]a, JOCTABY HA YBH]I
Jokase (OpUrHHaIHEe MK OBepeHe (OTOKONHUje) mponucane 3aKOHOM O JaBHUM HabaBKama 3a
JOKa3uBae HCIYHEHOCTH 00aBE3HHX yClIoBa H JOAATHHX yc/oBa. POk 3a HocTaBIbaibe xS
(eT) naHa oJ JiaHa JOCTABJbAha 3aXTEBa.

Iloryha4 4mja je moHyna onemena Kao HajIIOBOJbHHja HHje Jy)KaH 14 JOCTABIba Ha YBUJ
JIoKa3e KOjH Cy jaBHO AOCTYNIHH Ha HHTEPHET CTPaHUIIAMa HAJUTEKHUX OpraHa.

Obpacuu W3 KOHKYpCHE NOKyMEHTaldje MOpajy OHTH UOTNHCAHH O cTpaHe
opnamhesor JIuIa.

YKONMKO NOHY/ly HOAHOCH Ipyna noHyhada, u3jasa Mopa GHTH MOTHHCAHA O CTpaHe
oBnauhenor Jmna cBakor monybaua m3 rpyne nomyhaua m oBepena mewaToM. YKOIHKO
noHyhay mozHOCH moHyzmy ca momamsBohaueM, moHyhau je myxaH na JOCTAaBH u3jaBy
NOTHHCaHy OJ] CTpaHe OBlawheHor Iuna nou3Bohaya u OBEpeHy IIeYaToM.

YKonuko cy obpaciy HOTIHCAHU O CTpaHe JHIa KOje HHje YIHCaHO y PEerHcTap Kao
nuue osnamheno 3a 3acTymame, MOTPeOHO je JocTaBuTH oBiambeme 3a NOTIHCUBAKE Y3
MOHYLY.

S. YIOYTCTBO IIOHYBAYNMA KAKO JJA CAYUHE NNOHY Y
1) Je3nk monyxe

INonyna 1 ocTana foxymeHTalHja Koja Ce OAHOCH Ha TIOHY/Ty MOpajy OuTH Ha CPIICKOM
je3HuKy.
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2) 3axTeBH y Be3H ca CauHILABAM-EM MOHY/IE

Ilonyhau moxHOCH MOHYy y 3aTBOPEHO] KOBEPTH MM KyTHjH, OBEpPEHy II€4aTOM, Ha
HA4MH Jia C€ MPHIMKOM OTBapama IIOHYJa MOXe ca CHrypHomhy yIBPAMTH Ja ce MPBH IMyT
HCTa OTBapa.

Tloryna Mopa Gutu fata Ha 0OpacuMa 13 KOHKYPCHE JOKYMEHTAIH]e.

Cse m3jase, oOpacuy ¥ IPHIIO3H KOjH CY CACTAaBHU €0 TIOHYIE MOpajy GuTH IIONYHECHH,
NOTIHCAHKM U OBEPEHH 11I€YaTOM OJI CTpaHe MoHyhaya.

Ykonuko moHyhay HAcTyma caMoCTaJHO WM ca IpymoM nonyhaua (3ejenmmuxa
IOHY/a), IoHyhad, oxHOCHO oBnamheny npeICTaBHUK rpyne noHylaua nonymasa, TOTIIHCYje
U oBepasa cienehe obpacue:

a) OOpaszan nonyne;

0) OG6pasany - nomauu o moHybauy Kaga HacTyma caMOCTaTHO MM ca
nosm3BohaueM/uma, K NojalM o noHyhady KaJia HacTyna y 3ajeJHIUKO] HOHYIH;

B) OOpasan u3jaBe 0 HCIYHEHOCTH yclioBa 3a yyemhe y IIOCTYIIKY jaBHe HabaBke
(xama moHyhay HacTyTIa caMOCTaTHO MM Yy 33j€JHHYKO] TIOHYIH);

r) OGpasau u3jaBe 0 TPOIIKOBHMA NpPHUIIPEME MOHYIE (HAIIOMEHA: OB u3jaBa HUje
obaBe3Ha);

n) OG6pasan usjaBe O HE3aBUCHO] IOHYAM (HAMOMEHA: YKONHUKO HacTyma rpyna
nonyhaua — cBaku moHyhau u3 rpyne monyhaua MONyHaBa, MOTIHCYje U OBEpaBa OBaj
obpaszan);

h) Obpasan usjase o momroBamy o6aBesa Koje mpousmnaze u3 Bakehux IpoIHca o
3AUITATH Ha pajly, 3aN0IUbaBAY M YCIOBHMA Pajia, 3AIUTHTH XKHUBOTHE CPE/IMHE ¥ Y BE3H ca
3abpaHoM 00aBibarba IENAaTHOCTH (HALIOMEHA: YKOJHMKO HACTyIa rpyna noHyhaua — cBaku
noHyhad u3 rpyne nonylhaya nonysmasa, noTnucyje u oBepaBa 0Baj obpasarr);

e) OG6pasan m3jase o puHaHCH]CKOM 06e36ehemy;

%) Monen yrosopa;

3) OO6pa3sar cTpyKType LEHE.

Ykonuko monyhad HacTyma ca momussohadem, momyhau Nonywaea, MOTIHCYje U
oBepasa nedaroMm ciezaehe obpacue:

a) O6pasan nonyne;

6) OOpasan - nomaum o moHyhauy kama HacTynma camMOCTaIHO WM ca
noausBohauem/uma;

B) OG6pa3san - nomanu o noaussohauy/umas

r) O6pasau u3jaBe 0 HCIYHBEHOCTH ycloBa 3a yuemhe y TIOCTYIIKY jaBHE HaOaBke
(xama HacTyna ca moau3Bohauem);

x) OG6pasai u3jaBe O TPOIIKOBMMA NpPHIpEMe NOHy/le (HAallOMEHa: OBa HM3jaBa HHje
obaBesna);

h) O6pasan u3jaBe 0 HE3aBUCHO] TTOHYIM;

¢) OOpasau usjase 0 momToBamky 06aBe3a Koje Mpou3MIase U3 Baxehnx npomnuca o
3allTHTH Ha paly, 3alolu/baBaky U yCIOBMMA pajia, 3allITHTH XHBOTHE CPEIUHE U Y BE3H ca
3abpaHoM o6aBJbarba JAEIaTHOCTH;

%K) Ob6pasan usjase o punancHjckoM 06e3behemy:

3) Mogaen yroBopa;

1) O6pasan cTpykType LEHe.

3) Ilapruje

IIpenmerHa HabaBka HUje OONMKOBaHA y BUINE MapTHja-Iie/MAA, Tako na he ce Hakom
OKOHYaHOT MOCTYIIKa 3aKJbY4HTH jelaH YTOBOp.

-cTpaHa 7 on 35 -




[VPEKTOPAT
LMBUNHO

BA3OYXOMNOBCTBA
PEMNYBIVKE CPBUJE

4) Ilonyae ca BapujaHnTama
Ilonyne ca BapujaHTamMa HHCY JIO3BOJBEHE.
S) Haunn n3MeHe, J0MyHe W ON03HBA MOHY/Ie

Y cwrany ca wiaHoM 87. ctaB 6. 3akoHa o jaBEuM HaGaBKaMa, oHyhau Moxe y poky
3a IIOTHOWIEK:E MOHY/E 12 H3MEHH, IOIYHHU HIM ON030BE CBOjy MOHYMy. 3aMeHa, onyHa wiu
MOB/IAYCHE TMOHY/IE je MYHOBaXHO aKO je Hapydusal NPHMHO M3MeHy, JOIYHY WIH ONO3HB
TIOHY/IE TIPE MCTEKA POKa 3a NOAHOIIEHe NoHyAa. M3MeHa, IonyHa 1 0103UB NOHY e BPIIK Ce
Ha HaYMH HA KOJH Ce M NoAHOcH NoHyxa. [Tonyhad je y o6aBesw ja TauHo HAriacH Koju 1eo
NOHYJIE MeHa.

ITo HCTCKY pOKa 3a NMOJHOLICHE MOHYNA, MMOHYJA €& HE MOXe MCHATH, OOIIYHaBaTH
HHTH OIIO3BaTH.

6) YuecrBoBame y 3ajeTHHYKO] MOHYAM WK Ka0 noausBohay

Y cknany ca wiaHoM 87. ctaB 4. 3akoHa o jaBHMM HabaBKama, TmoHyhau Koju je
CaMOCTaIHO MOAHEO TOHY/y HE MOXKE HCTOBPEMEHO [ YUECTBYj€ Y 3ajelHUYUKO] IOHYLH WK
Kao noau3Bohay, HUTH Ja yUYECTBYj€ y BHIIE 3ajeAHHYKUX TTOHYA.

7) llonyaa ca moguzeohauem

Ilonyhad je nysxan na, yxonuko Hamepasa 1a u3Boljeme HaGaBke TIOBEPH 110/IM3BOhauy,
y TOHY/M HaBese Na 1y he u3Bpliee HabaBKe JETMMHUYHO HOBEPHTH TOAM3BONady, HA3UB
noau3Bohada, NPOLEHAT YKyIIHe BPEIHOCTH HabaBKe Koju he moBepuTH noau3Bohady, a koju
He Moxe Outn Behu ox 50% xao m neo mpexnmera Habaske Koju he W3BpuIHTH Ipexo
noausBohaua.

Ilonyhay y moTnyHocTH OIroBapa Hapy4HOIly 3a H3BPILEHE yroBopeHne HabaBke, Oe3
063upa Ha 6poj nogussohaua.

Tonyhau Moxe aHraxoBaTu kao noju3Bohada mIe Koje HUje HaBeO y MOHYIH, aKo je
Ha CTPaHy [0/1W3B0hada HAKOH MOHOIIEHa IOHY/ I HAacTala TpajHHja HecocoOHOCT muahama,
aKo TO JIMIE HCIyH-aBa CBE YC/IOBE ofpeheHe 3a nmomusBohada u yKomuko no6uje IPETXOIHY
CarjacHOCT Hapy4HoIa.

Ilonyhau xoju Hactynma ca moxmsBohadeM MOpa CaMOCTAIHO HCIIYHHTH o00aBe3He
ycnose u3 unaHa 75. cras 1. Tau. 1), 2) u 4) 3akoHa 0 jaBHUM HaGaBKama W J0JaTHE yCIIOBE
oJipelere 0BOM KOHKYPCHOM TOKYMEHTAIM]OM, a MOAM3Bohad MOpa caMOCTalHO Ja HCITYHH
obaBe3sne ycnose 3 wiana 75. ctas 1. Tay. 1), 2) u 4) 3axkona o jaBHHUM HabaBKama.

Kao nokas 3a ucnymeme oBux yciosa nonyhau nocrasiba TIONYE-EHY, IOTIHCAHY U
oBepeHy MsjaBy o ucmymeHOCTH ycioBa 3a ydemhe y NOCTYTIKY jaBHe HaOaBKe Kaja nonyhau
HacTyIa ca nogussohauem.

8) 3ajennnuka moHyaa
[Tonyny Moxe monHeTs rpyna nonyhaua.

CacraBHu nmeo 3ajelHWYKe IOHYZE je CHOpasyM KOjAM ce nonyhaun u3 rpyme
Mehyco6HO W mpema HapyuHoly 00aBesyjy Ha H3BpIIEH-e jaBHe HaGaBKe. Osaj cnopasym
00aBe3HO caJpKu ITOJaTKe HaBeAeHe y unany 81. cras 4. 3akoHa o jaBHHM HaGaBKama.

Osnawmhenu npencraBuK rpyne nonyhaua je monyhau, KOJH je y criopasyMy U3 WwiaHa
81. 3axoHa 0 jaBHMM HabaBKaMa, KOjHM ce IoHyhaqm u3 rpyne MelycobHo u peMa Hapy4YHoILy
o0aBe3yjy Ha W3BpIICH-E jaBHE HabaBKe, oipeheH Kao HOCKIIAL [IOCHIA, OHOCHO Kao 9ian rpymne
nonyhada koju he moxHeTH NOHYAY ¥ Koju he 3acTymatu rpymy nonyhaya npes Hapyunonem.
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llonyhauu u3 rpyne nonyhaua mopajy aa ucnyHe oGaBe3He yciIoBe U3 wiaHa 75. cTas
1. Ta4. 1), 2) u 4) 3akoHa o jaBHMM HabaBKaMa, a JOJATHE YCIIOBE U3 wiaHa 76. 3aKkoHa 0 jaBHEM
HabaBkama WCIyHaBajy 3ajellHO, IITO Ce JI0Ka3yje JOCTAaB/bameM MOMYHEHE, MOTHHCAHE |
oBepeHe [3jaBe 0 HCIYHEHOCTH yCioBa 3a yuemhe y OCTYIIKy jaBHe HaGaBKe — Kajia nonyhau
HACTyIla CaMOCTaJIHO MM y 3a]eJHHYKO] TIOHY/IH.

9) 3axTeBH 0/1 3HAa4Yaja 32 NPHXBAT/LUBOCT MOHY/IE

Ilonyhena yciyra mMopa y CBMM acmeKTHMa OATOBAapaTH 3aXTEBHMA HApy4dHONA H
3a1aTHM TEXHHYKHM KapakTepHCTHKaMa.

10) Iena
[lena Mopa 6uTH u3paxena y iuHapuMa, 63 opesa Ha 10aTy BPeIHOCT.

[lena je pukcHa 10 Henymewka yroBOpHUX 06aBe3a M HE MOYKE e MEFhaTH U3 GUIIO KOr
pasJiora.

11) Ioganu 0 opraHuMa KOA KOjUX ce MOIY XOOMTH MOAALH Y Be3H ca H3BpUICH:EM
YroBopa Kajia je no3us 00jaB/beH Ha CTPAHOM je3HKY

Y mpeaMeTHOM MOCTYTIKY jaBHE HaGaBKe Malle BPEJHOCTH jaBHHU II03HB HH]€ 00jaBibeH
Ha CTPAHOM jE3HKY.

12) Cpencrpa ¢punancHjcKOr 06€30ehema

llonyhau je y obGaBesu ma mocrtaBu GaHKapcKy rapaHLH]y 3a 036HIBHOCT HOHyZe y
H3HOCY Ol 5% O BPEAHOCTH MOHYAE y CKIay ca MOJENOM GaHKapcke rapasnuje 3a
030HMJPHOCT IOHYyZe. YKomuko moHyhad He nocraBm OaHKapcKy rapasuujy 3a 036HIBHOCT
TMOHYJIE y3 CBOJy MOHYNy, NOHyna he GuTH 0101jeHa ka0 HenpUXBAT/bUBA.

M3abpanu monyhad je y obaBe3u ja HapydHoLy AOCTAaBHU OaHKapcKy rapaHiujy 3a
106po W3BpILICH:E MOCNA KOja je Ge3ycIoBHA U IUIATHBA Ha IIPBH IO3HB, Y PoKy o 15 mana of
MlaHa MOTMHMCHBaka yropopa. bankapcka rapannuja ce usnaje y Bucuud ox 10% ox YKyIHE
BPEIHOCTH OBOT yrosopa, 6e3 I1][B-a, ca pokoM BakHOCTH KojH je 30 (TpuzeceT) naHa ayxKu
Ol HCTeKa POKA 32 KOHAYHO U3BPILEHHE 110CA.

13) OapehuBame noBep/HLUBOCTH

IIpeqverna HaGaBka He CafpXu IOBEPJHMBE IIONATKE, KOje Hapy4wiall CTaB/ba Ha
pacnonarame noHyhaunma, kao ¥ BUXOBHM NMOM3BONaUMMa.

14) lonatHe uHdopMalHje B Mojambemkha

OGjanimema KOHKYPCHE JOKYMEHTAIHjE Y BE3H ca IPHUIIPEMOM MOHY i€ ToHyhauu Mory
nobutu Ha e-mail anpecy: nabavke@cad.gov.rs.

Tpaxeme nonaranx nadopmanyja u objammera TenregoroM HH]j€ T03BOJBEHO.
15) MonaTua ofjammsema, KOHTPOJIA U JONyIITEHE HCIIpaBKe

Hapyuunan moxe, nmocne OTBapama IMOHyHE, Jla y NHCAHOM OOJHMKYy 3axTeBa O
noHyhaya onatHa objannmbersa koja he momohu mpu NPETJIENly ¥ BPEAHOBAKY IOHY/IE, a MOXKe
W Ja BpIIM KOHTPOIY KOJ IHOHyhaya, 0ZHOCHO HeroBor moamspohaua (wian 93. 3akoHa o
jaBHUM HabaBKama).

Hapyuman mosxe y3 carmacHocT monyhaya na u3Bpumy uenpaske PaYyHCKHUX rpelnaka,
YOUCHHX IIPHIIMKOM pa3MaTpaka MOHYJIE [10 OKOHYAHOM HOCTYIKY OTBaparba.

Y ciyyajy pasnuke u3Mely jequHAYHE U yKYITHE LEHe, MEpOJIaBHA je jeIMHUYHA [ICHA.,
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Axo ce TOHyhay He caryiacy ca MCTIPaBKOM PauyHCKHX TpelIaKa, Hapyyunan he TakBy
HOHY/y O0HMTH Ka0 HEIIPUXBAT/HHBY.

16) Enementu 0 kojuma he ce mperosaparu u HaYHH nperosapama

Kako je mpeameTHH NOCTYNaK — MOCTYNAaK jaBHE HaGaBKe maie BPEIHOCTH (a He
IPEroBapavKkH), He OCTOje eEMEHTH O KojuMa he ce mperosapaty.

17) Kpurepujym 3a oueny

Onnyxa o n36opy HajmoBoJbHHjE OHYAE 32 jaBHY HabaBKy Majie BPEJTHOCTH yCIyTe —
OZp’KaBamE CHCTEMA 32 3aIITHTY AIUIMKAaTHBHHX cepBepa H 0a3a MoaTaka H CHCTEMA 3aIlTHTE
IpH HHTETpalljama ca eKCTEPHUM CHCTeMHMa JoHehe ce mpuMeHOM KPHUTEPHjyMa — HajHHXKa
nonylhera nexa.

18) /ise nn BUIIE MOHY/AA €A jeTHAKOM LEHOM

YKkonuko ABe WM BULIE MOHYAE NoHyhada uMajy ucty nonyheny ueny 6uhe nsabpana
HOHYa ca oYUM pokoM Iutahama.

19) IlomToBame ob6aBe3a Koje mpousn.Ia3e U3 Baxkehinx mponmuca

Ilonyhau je y obaBe3u na mpu cacrapibamy IOHYIE HaBede Ja J€ momToBao obasese
koje mpou3mIase U3 Bakehux Mpomuca o 3alTHTH Ha PaTy, 3aNONULBABAY H yCIIOBHMA pajia,
SAUTHTH XUBOTHE CPEIMHE, Kao U 1ia Hema 3abpaHy 00aBJbarsa NENaTHOCTH KOja je Ha CHA3H y
BpeMe MOJHOIIE A TOHYJIE.

20) 3axTeB 3a 3aITHTY IpaBa

3axTeB 3a 3AIUTHTY IIpaBa MOAHOCH Ce HAPYYHOILY, KOIHja Ce HCTOBPEMEHO J0CTaBJba
¥ Pery6imykoj KOMHCH]jH 3a 3aIUTHTY IIpaBa y MOCTYIIIHMA jaBHUX HabaBKH (Y JaJbeM TEKCTY:
Peny6muuxa xomucuja).

3axTeB 3a 3aIUTHTY NPaBa MOXE CE NOJHETH Y TOKY LEJIOT MIOCTYIIKA jaBHe HabaBKe,
IIPOTHB CBaKe paJiibe HAPY4HOLa.

3axTeB 32 3amITHTY NpaBa KOjHM Ce OCTOpaBa BpCTa NIOCTYTKa, CaJpXKHHA MO3HUBA 3a
TIOZHOMICHE MOHY/Ia MIIH CaZPXKMHA KOHKYPCHE JI0KyMeHTanuje cMaTpahe ce GraroBpeMeHm
aKo je MPUMJbEH OJ] CTPaHe HAPYYHOUA HajKaCHUje TPH jaHa IIpe HCTEKa POKa 3a MO(HOLICHE
nmoHyxa, 6e3 063upa Ha HAYUH TOCTABJbAMA.

Iocne nonomema Omryxe o goxenu yrosopa uin Omiyke o 00ycTaBH mocrymka, pox
32 MOIHOIICHH-E 3aXTEBA 3 3ALUTHTY NPaBa je NeT 1aHa OJ JaHa 00jaB/kHBamba OIUIyKe.

IopHocuian 3axTeBa 3a 3allTHTY NpaBa JIyXKaH je a Ha padyH 6yyera Peny6nuke
Cp6uje (6poj pauyma: 840-30678845-06, mmppa miahama 153 wm 253, mo3uB Ha Gpoj
24/2018, cspxa ymmare: 33I1, JlupekTopaT LUBUIHOT BasnyxomyoBcta PenyGmuke Cpbuje,
24/2018, npumanar yruiare: 6yuer Pemy6mike Cpbuje) ymnaru takcy ox 60.000,00 JTMHApa.

21) 3ak/by4dene yrosopa

YroBop o jaBHOj HabaBIM MaJie BpeaHOCTH he GuTu 3aKJbYY€H y POKY OJ1 0caM J1aHa O
AlaHa HCTEKa poka 3a TIOJHOIICH-E 3aXTEBA 34 3alITHTY 1paBa M3 wiaHa 149. 3akona o jaBRuM
Ha0aBKaMma.
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6. OBPA3AII IIOHYJE

Ilonyna y noctynky jaHe HabaBKe Majle BPEJHOCTH YCIyTe — ONpPIKABAELE CHCTEMA 32
3aIITHTY alIMKaTHBHUX CepBepa 1 6a3a MojiaTaka U CHCTeMa 3alUTHTE IPX WHTErpalHjaMa ca
€KCTEPHHUM CHCTEMHMa, peHu Opoj jaBHe Habaske: JHMB - 24/2018

[lyso mocnoBHO  HMMe
nounyhaua

Anpeca nonyhaua

Maruunu 6poj monyhaga

ITopecku 6poj mounyhaga

Iudpa nenaraocTH

bpoj pauyHa 1 Hasus Ganke

Perucrapcku 6poj
oHyhaya

3aKOHCKH 3aCTYIHUK

JIne  osnamheno 3a
IIOTNHCHBALE YTOBOpa

JIune 3a KOHTaKT

Tenedon

Tenedaxc

E-mail

Haunn na xoju ce naje noxyza (o3uauuru ca X):

O CamocTtano
O 3ajeqHUYKA TOHY 1A
(] Ca momm3Bohagem/uma

YcnoBu nonyae:

— Tlonyna Baxu 60 1aHa M04YeB 0 OTBapama MOHY/IE.

— VYKynHa 1leHa yciayre — op:KaBamke CHCTeMA 32 3AMITHTY AIVIMKATHBHMX cepBepa
M 0a3a mojaTaka W CHCTEMAa 3aIITHTe TNpPH HHTerpanMjaMa ca eKCTepHHM
CHCTCMHMA y CBeMy NpeMa TeXHHYKO] CHeuH(PHKANMjH HA ToAMIIEmeM HHBOY
H3HOCH AuHapa 6e3 I1]B-a.

— Ilena yciyre — ofpkaBame CHCTEMA 32 3aIITHTY ATUIMKATHBHHUX cepBepa u 0asa
[0IaTaKa U CHCTEMA 3aITHTE NPH HHTErpalHjaMa ¢a eKCTePHAM CHCTeMHMA Ha

Mece4HOM HHBOQY H3HOCH auHapa 6e3 I11B-a.
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— Haunn naahama: y poky oa AiaHa O/ AaHA A0CTaB/baiba paKType
32 M3BpIIeHe YC/Iyre y MPEeTX0AHOM Meceny (MakcHMaJIHO 45 nana).

Jarym M.IL IMonyhay
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LMBMNHOT
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PENYBITWKE CPEWNJE

7.1. OBPA3AII — ITOJALIA O [IOHYBATY

(xaga HacTyma caMoOCTAJIHO HJIM ca noau3sohadem/uma)

IlyHo mocmoBHO  HMe
nonyhaua

CkpalieHO TOCIIOBHO HMeE
noxyhaua

Mecro, ymuia u 6poj

Onirrusa

Maruunu 6poj mouyhaua

ITopecku
HHACHTH()HUKAIHOHH OpPOj

bpoj pauyHa 1 Ha3uB Ganke

3aKOHCKH 3aCTYIIHHK

Jlutle  oBmamheno  3a
NOTIHCHBAEE YTOBOPA

Oco6a 332 KOHTAKT

Tenedon

Tenedaxc

E-mail

Harym

M.IL

[Tonyhau
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7.2. OBPA3AII - IOJAIIM O ITIOHYBAYY
(xaza HacTyna y 3ajeJHHYKOj MOHY/IH)

ITyno IOCJIOBHO nMe
nonyhaua
CxpaheHO MOCIOBHO HME
nonyhaua

Mecro, ynuua u 6poj

Omnirruna

Matugnn 6poj nonyhaga

Iopecku
HHICHTH(QUKALHOHH 6pOj

bpoj pauyna u Ha3uB GaHke

* 3actynauk nonyhaua
HaBeJeH Yy 3ajCIHHYKOM
Cropazymy

Oco6a 3a KOHTaKT

Tenedon

Tenedakc

* PyGpuky 0 3aCTYNHHKy TMOINyHaBa caMO WIaH Tpyle MoHyhaua koju he y mme rpyme
HOTIHCATH YTOBOP

Hatym ML.IL. [Tonyhau

Hanomena: Oesaj obpazay nonyrwasa ceaxu 00 uranoea 2pyne noxyhaua y 3ajednuuxoj nonyou, maxo
0d 2a je HeonxoOHO Konupamu y nompebnom 6pojy npumepara
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PENYBIVIKE CPEWUJE

7.3. OBPA3AII - IIOJAIIM O INOAU3BOBAUY/MMA

[Iyno mocnoBHO MMeE
nouBohaya

Cxpahenn Ha3up moxueohayva

Mecro, ynuna u 6poj

Onmruaa

Maruynu 6poj moryhaua

INopecku HHACHTHHKAIMOHK
6poj

bpoj pagyHa u HasuB OaHke

3aKOHCKH TaCTYIHUK

Oco6a 3a KOHTaKT

Tenedon

Tenedaxc

[IpoueHar yxkymHe BpeaHOCTH
HabaBKe koju lie moBEpUTH OBOM

noxu3Bohauy

Heo npeamera HabaBke Koju he

H3BPIINTU TIPEKO OBOT

noau3Bohaya
Hatym ML.IL [Tonyhau
Hatym M.IL ITomussohau

Hanomena: y cnyuajy 0a uma euute noouseolaua osaj o6pazay nonyrasa céaxu 00 noouseohaua, mako
0a 2a je neonxoOno xonupamu y nompebrom 6pojy npumepaxa
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UMBUNHON

BA3AYXOMOBCTBA
PETNYBIVKE CPBIJE

8.1. OBPA3AIl M3JABE O HCIYBEHOCTH YCJOBA 3A VYYEIIRE ¥V
MHOCTYIIKY JABHE HAGABKE
(xana noHyhay HacTyna camMoCTaIHO WM Y 3aje{HHYKO] OHY/IH)

Y ckmay ca wiaHoM 77. ctaB 4. 3akoHa 0 jaBHHM HaGaBKaMa, O yHOM MATEPHjaTHOM
¥ KpHBHYHOM OJroBOpHOIIY, Kao 3acTynHuk nonyhaya, najem cnenehy

HN3JABY

IToryhau y HOCTYNKY jaBHE HabaBke Mare

BPEHOCTH YCITyTe — ONP3KaBarbe CHCTEMA 32 3aINTHTY all/IMKaTUBHUX CepBepa i 6a3a mojaraka
H CHCTEMa 3alITUTE NPH HHTErpalijaMa ca eKCTEPHUM CHCTEeMHMa, PeaHH Opoj 24/2018
UCIyHaBa yCiioBe U3 WI. 75. u 76. 3akoHa 0 jaBHMM HabaBKama, OJHOCHO YCIIOBE yTBphene

KOHKYPCHOM JIOKYMEHTAII|)OM 3a IIPEIMETHY jaBHY HabaBKy H TO:

1. nonyhad je perucTpoBaH KOA HaUIEXHOT OpraHa, ONHOCHO YIHCAH y oarosapajyhu
perucrap;

2. moHyha4 U BEroB 3aKOHCKH 3aCTYIHHUK HUje ocylHBaH 3a HEKO 0 KPUBHYHHX JieNa
Kao IaH OpraHn30BaHe KPHMUHATHE TPyIIe, fa HHUje oCylHBaH 32 HEKO Ol KPHBHYHUX
Jiena pOTHB IPUBPE/E, KPHBHYHA Je/la IPOTHUB XUBOTHE CPEUHE, KPHBUYHO JIENI0
NprMarsa UK aBatba MATA, KPHBHYHO JEII0 NIpeBape;

3. monybad je u3MupHO HoCIeNe nopese, NONPUHOCE U ApyTe jaBHe NaxOuHE y CKIamy
ca nponucuma Peny6nuke Cpbuje nin cTpane JpxaBe ako MMa CeIUINTE Ha BEHOj
TEPUTOPHjH;

4. nonyhau ucnymaBa JlonaTHE yCIIoBe:
a) MTOCTIOBHH KalaiureT

— /la je mporeca paja (I10c/ioBama) ycarialien ca oaroBapajyhim CTaHAapauMa
ISO 9001:2015 u ISO 27001
0) TEXHUYKH KamaluTeT
— [1a je ayTOpH30BaH 3a MpoJIajy MpeAMETHUX nobapa;
— HMa MapTHEPCKH CTaTyc ca Ipou3BohadyeM ompeMe OCTBAPEH HA JIOKAIHOM
HUBOY.
B) KaJpOBCKH Kallal[uTeT
— Jla MMa HajMabe jeJIHO PaHO aHIKOBAHO JIMIE Koje nocenyje IBM Security
Guardium Administration cepruduxar;
— la ¥MMa HajaMHe jeJHO PaTHO AHraXOBAHO JHIE Koje nocenyje Certified
Deployment Professional Security QRadar SIEM cepTuduKarT;
— /la MMa HajMame 1 (jeIHO) pajHO aHTaXOBAHO JIAIE KOje nocenyje Certified
Ethical Hacker cepruduxar mwm OSCP (Offensive Security Certified Professional)
ceprudukar.

Harym M.IL Ionyhau
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Hanomena:

Vkonuxo nonydy noonocu nonyhay camocmanto 06om uzjagom doxazyje da UCHYIbaga cee ycioge
00 mau. 1. do 4. 0602 obpacya, a ako noryody nodnocu zpyna nouyhaua 06om usjagéom nomsphyje ce oa
céaxu nowyhau u3 epyne nowyhaua ucnyraga ycnose 00 may. 1. 0o 3. 060z obpacya, a yenoe uz mavxe
4. o602 obpacya oa ucnyrasajy 3ajeono.

Y cnyuajy 0a nonyoy noonocu epyna nonylhaua osaj o6pasay usjase nonyrasa céaxu 0d unanosa
epyne nonylaua, maxo 0a 2a je HeonxoOmo Konupamu y nompebrom 6pojy npumepaxa.
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BASOYXOMNOBCTBA
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8.2. OBPA3AIl M3JABE O HCIIYBHEHOCTH VYCJIOBA 3A YUYEIIRE Y
IHHOCTYIIKY JABHE HABABKE
(xaxa monyhau HacTtyna ca noausBohadem/uma)

Y cknany ca wianoM 77. cras 4. 3akoHa 0 jaBHMM HabaBKaMa, MO IIyHOM MATepHjaIHOM
¥ KPHBHYHOM OAroBopHoinhy, Kao 3acTymHuK moHyhada M Kao 3acTymHuK nommsBohaua,
najemo cienehy

N3JABY

[Tonyhau U noau3Bohay

Yy TIOCTYTIKY jaBHe HabaBKe MaJie BPEAHOCTH yCiIyre

— OJpXXaBare CHCTEMa 3a 3aITHTY AIUIMKAaTUBHHUX cepBepa M 0a3a mojaraka M cHCTeMa
3aIITHTE NP HHTErpanyujama ca eKCTEPHUM CHCTeMHMa, pexuu 6poj 24/2018 UCIYHaBajy
ycnose u3 wi. 75. u 76. 3akoHa o jaBHUM HabaBKaMa, OJHOCHO yCIIOBE yTBpheHEe KOHKYpCHOM

AOKYMEHTAILM]OM 32 IIPEIMETHY jaBHY HabGaBKy U TO:

1. monyhady je perucTpoBan KOa HAIJIEXKHOT OPraHa, OAHOCHO YIIHCAH y oarosapajyhu
perucrap;

2. monyhay u HeroB 3aKOHCKM 3aCTyNHHK HUje ocyhuBaH 3a HEKO O/ KDUBMYHHX Jela
Kao “iaH OpraHu30BaHe KpUMHHAIIHE IPyTIe, 1a HUje OCylHBaH 3a HEKO 01 KPUBHYHUX
Zielia IPOTHB TIPUBPE/E, KPUBHYHA J€]la IPOTUB XKUBOTHE CPETUHE, KPHBUYHO JENIO
IpUMara WK JIaBakba MHTa, KPHBHYHO JEN0 pEeBape;

3. monybay je H3MHpPHO mOCIeNe mopese, JONPUHOCE M JPYTe jaBHE AAKOUHE y CKIamxy
ca nponucuMa Pemy6nuke Cpbuje uim crpane apkaBe ako UMa CeUINTEe Ha BEHO]j
TEPUTOPHU]H;

4. monyba4 ucnmymaBa JloaTHe ycioBe:
a) ITOCTIOBHH KamamureT
— J1)a je mponeca paja (oc/oBakka) ycariameH ca ozxrosapajyhum crasnapauma
ISO 9001:2015 u ISO 27001
0) TeXHHYKH KanamuTeT
— Jla je ayTOpU30BaH 3a IIPOJIajy PEAMETHHX 100apa;
— HMa MapTHEPCKH CTaryc ca mpousBohadem ompeme OCTBapeH Ha JOKATHOM
HUBOY.
B) KaJpPOBCKH KaNaluTeT
— Jla IMa HajMame jeIHO PAJHO aHraXOBAHO JIHIE KOje nocenyje IBM Security
Guardium Administration ceprudukar;
— Jla MMa HajaMI€ jedHO DajHO AHTAXOBAHO JHMIE Koje nocenyje Certified
Deployment Professional Security QRadar SIEM cepruduxar;
— Jia umMa HajMame 1 (jeIHO) pajiHO aHTaXKOBAHO JIHLE Koje mocenyje Certified
Ethical Hacker ceprudmxar mm OSCP (Offensive Security Certified Professional)
cepTudukar.

- crpaHa 18 ox 35 -




AVPEKTOPAT
LUMBUNHON
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PEMNYBIIVKE CPBNJE

Hatym M.IL Ilonyhau

Jarym M.IT. IToausBohay

Hanomena:

Tlonyhau xoju nacmyna ca nodussohavem/uma, camocmanno ucnyrwaga yciose 0d mau, 1. 9o 4.
0602 obpacya, a noouseohay 00 mavu. 1. do 3. ooz obpacya.

V eayuajy oa nonyhay uma euwe nooussolaua osaj obpazay nonyrmasa ceaxu 00 noouseohaua,
maKo 0a 2a je HeonxoOHo Konupamu y nompe6rom 6pojy npumepaxa.
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9. OBPA3AII H3JABE O TPOLIKOBUMA ITPUIIPEME IIOHY IE

Y cxmamy ca uramom 83. craB 1. 3akoma o0 jaBuumM HabGaBkama,

y HOCTYIIKY jaBHe HabaBKe MaJie BPEIHOCTH YCIIyTe

— OJpJKaBame€ CHCTEMA 3a 3AINTHTY AIUIMKAaTHBHHX cepBepa M 0a3a momaTtaka M CHCTEMA
3aIITHTE NPM WHTErpalldjaMa ca €KCTEPHMM CHCTeMuMa, pemHu 6poj 24/2018, mocrasiba

YKynaH U3HOC H CTPYKTYPY TPOLIKOBA NPUIIPEMara IIOHY/Ie, KaKo ClIeH y Tabemu:

Hasus tpomka Y3Hoc Tpomka
(v amHapuma)
YKynaH ¥3HOC TPOIIKOBA NPHIIPEMaKha IIOHY/IE:
Hatym M.IL. Ionyhau

Hanomena: osa usjasa je y cxiady ca Ilpasunnuxom o obasesnum ellemenmuma
KOHKYpCHe OOKyMeHmayuje y nOCmMynyuma jaéHux HAOA6KU U HAYuMy OOKA3USArsA
ucnyroernocmu ycinosa (,, Cuyocbenu enacnux PC*“ 6poj 86/15) obasesnu enemenm KOHKYPCHe
Ookymenmayuje. /Jocmasmarse 06e usjase nuje obasesno.

Vexnady ca unanom 88. 3axona o jasnum nabaskama nowyhau mooice da y oxeupy noHyOe
docmasu yKynam usHoc u CmpyKkmypy mpouiko8a npunpemarsa nomyoe.

Tpowikose npunpeme u noOHowlersa noKyde CHOCU UCKAY4UBO NOHYHAY U He Modce
Mpasicumu 00 HAPY4UOYAa HAKHAOY MPOUIKOEA.

Axko je nocmynax jasne nabaexe obycmasmen us pasioza Koju cy na cmpanu Hapyuuoya,
Hapy«unay je oysican 0a nowyhawy HadoKHAOU MPOUIKO8e UpAde Y30paKa unu Modend, ako cy
uspahenu y cxiady ca mexHuuKuM CreyupuKkayujama Hapyuuoya u mpowkoee npubasmarsa
cpedcmasa obesbelerba, noo ycnosom 0a je nowyhay mpasicuo HAOOKHAOY Mux mpowKoea y
C60j0j NOHYOU.
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AVPEKTOPAT
LUMBUNHOL

BA3OYXOMMNOBCTBA
PENYSIVKE CPBUIE

10. OBPA3AII M3JABE O HE3ABUCHOJ ITIOHY 1A

Y ckmamy ca wiaHoM 26. 3akoHa O jaBHHM

naje cneaehy

U3JABY
O HE3ABHMCHOJ IIOHY TN

HabaBkaMma,

nonyhau

Kao momyhau y mpeaMeTHOM HOCTYNKy jaBHEe HabaBKe Majle BPETHOCTH YCIyre —

OJIpXKaBamke CHCTEMA 3a 3aIITHUTY alllIHKaTHBHUX cepBepa u 6a3a nogaraka u cuctema 3aIITHTE

TpH UHTErpalyjama ca eKCTEpHUM CHCTeMHMa, pefHHr 6poj 24/2018, M3jaBJbyjeM II0Jl YHOM

MaTepHjaTHOM i KPHBHYHOM OJIrOBOpHOIIhy /1a caM HOHYTy IOJHEO He3aBUCHO, 63 JOTOBOpa

ca IpyruM noHyhaurnma u 3aMHTEpPECOBAHMM JIMIIUMA.

Jatym M.IL

Ilonyhau

Hanomena: yxonuxo nonyoy nodnocu epyna nonyhaua, Hsjasa mopa 6umu nomnucana
00 cmpane oenawhenoz 1uya ceakoz nonyhaua uz zpyne nonyhaua u osepena newamom
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[UPEKTOPAT
LUMBUNHOT

BA3LYXOMNOBCTBA
PENYBIVKE CPBUJE

11. OBPA3AIl U3JABE O NOUITOBAKBY OBABE3A KOJE IPOM3WJIA3E U3
BAXKERHUX ITPOITUCA

Y ckmany ca wiaHoM 75. craB 2. 3akoHa 0 jaBHHM HaGaBkama, mnoHyhau

naje cienehe

N3JABA
O IIOITOBABY OBABE3A KOJE ITPOU3UJIA3E U3 BAXERUX IMPOITUCA U Y
BE3U CA 3ABPAHOM OBABJbAILA JIEJIATHOCTU

UsjaBibyjeM MOX IMyHOM MaTEpHjallHOM M KPHBHYHOM OJrOBOpPHOUIAY Za ¢am MOMITOBA0
obaBe3se Koje Mpon3miIase H3 BaxkehHX IpoIKca o 3alTHTH Ha Pazy, 3aM0NL/baBaKky U YCIIOBUMA
pazia ¥ 3alUTUTH JXUBOTHE CPE/IUHE, Kao U Ja Hemam 3a0paHy 06aBibarba JIeNIaTHOCTH Koja je Ha
CHa3W y BpEME IIOJHOLICHA OBE MOHYJE, a Koja je MpeaMeT jaBHe HaGaBKe Male BPEJHOCTH
yCIyre — ofipikaBare CHCTEMa 3a 3aIUTUTY allTUKATHBHUX CepBepa U 6a3a mojaraka i cucTeMa

3amTHTE IPH HHTETpaljaMa ca eKCTEPHUM CHCTEMHMA, pelHH 6poj 24/2018.

Jatym M.II. ITonyhau
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AVWPEKTOPAT
LIMBUINHO
BA3OYXONNOBCTEA
PENYSIVKE CPBUJE

12. OBJIAIIREGE ITPEACTABHUKA ITIOHYBAYA

OBJITAIIREKE

(uMe 1 mpe3uMe NpeACTaBHUKA MTOoHyhaya)

u3 , YL
(rpan) (anpeca)
Opoj nu4He KapTe opiamhyje ce na y ume
(HazuB nonyhaua)
U3 » MOJKE J1a Y4ECTBYje Yy IIOCTYTIKY jaBHe HabaBKe Maje BPeIHOCTH
(ampeca)

yciyre — oJipikaBam€e CUCTEMa 3a 3ALUTUTY alUTMKaTHBHHUX CepBepa U 6asa [mojaaraka u CucTeMa
3aIITHTE IIPH HHTErpalkjama ca eKCTEPHUM CHCTEeMHMa, peaiHu 6poj 24/2018.

IIpencrasnuk nonyhaua nma osnamhema Ja pey3nma cee pajiise y MOCTYIIKY jaBHOT

OTBapama NOHyA.

Osnamhere BaXk# 10 OKOHYAMba MOCTYIIKA OTBAPAha IIOHY/Ia HABEICHE jaBHe HabaBKe

U y Ipyre CBpPXE e He MOYK€E KOPUCTHTH.

Hatym M.IL IMonyhau

(motnmc opnmamheror sua)
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ANPEKTOPAT
LUMBMNHOP
BASLYXCIMNOBCTRBA
PENYRIWKE CPBWJE

13. OBPA3AII M3JABE O ®PUHAHCHUIJCKOM OBE3BEBEHY

Y ckmagy ca wiasom 61. craB 5. 3akoHa o0 jaBHuM HaGaBKama, moHyhau

naje cienehy

U3JABY

M3jaBibyjeM 1o/ MyHOM MaTepujaiHoM H KPUBHYHOM ofiroBopHommhy 1a hy, ykonmuko mu
Oyze Hofie/beH yroBOp y NOCTYNKY jaBHe HabaBKe Majle BPEXHOCTH yCIyre — OApXKaBare
cucTemMa 3a 3alUTHTY AIUIMKATHBHUX cepBepa u 0asa mojaTaka H CHCTeMa 3aliTHTE IIpU
HHTErpalKjamMa ca €KCTePHHM CHCTeMHMa, peanu 6poj 24/2018, 3a notpede Jlupekropara
UMBHIIHOT BasfyxomnoBcrBa PenyGinke CpGuje, y poxy ox 15 (mernaect) mana oj nama

3aKJby4era OBOT yroBOpa, JOCTAaBUTH CPEACTBa (uHaHCHjcKor obesbehema mpensubena

YrOBOPOM M KOHKYPCHOM JOKYMEHTAI[H]jOM.

Hatym M.IL ITonyhau

Hanomena: V cnyuajy noonowera 3ajednuuxe nomyoe, obpasay usjase nomnucyje u
newamom 06epasa nowyhay unu 4naw epyne nonyhaua xoju he y ume 2pyne damu cpedcmea
obesbeherma;

Vronuxo nowyhay mnacmyna ca noduszeohawem/uma, obpaszay usjase nomnucyje u
neyamom osepasa nouyhau.
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ANPEKTOPAT
UHBUITHOr
BAZOYXOMNOBCTBA
PENYBNWKE CPEWMIE

=/

14. MOJEJI YTOBOPA 3A HABABKY

YIroBop
3A HABABKY YCJIYTE - OAP2KABAIBE CUCTEMA 3A 3ALITUTY
ATUVIMKATUBHUX CEPBEPA U BA3A IIOJATAKA 1 CUCTEMA 3AIITUTE
INPU UHTET'PAIIMJAMA CA EKCTEPHUM CUCTEMUMA

3akJpy4eH u3mely yroBopHux crpana:

AUPEKTOPAT ONUMBUJIHOI' BA3YXOIUIOBCTBA PEIIYBJIMKE CPBUJE, xoju
3actyna aupexrop Mupjana Unsmapos, ca cemuinrem y Beorpany, yi1. Ckanapeka 6p. 23 1 23/1,
T 103191841, maruanu 6poj 17521128, 6poj paayna 160-316614-58 y Banca Intesa A.D. -
Beograd, (y namem texcty: Hapyunnan) ca jenue crpane,

%}
, KOjH 3acTymna
(nyno nocnoeno ume)
ca CeAUINTEM y
(dyuryuja, ume u npesume) (epao)
YIL Opoj , ITNB , MAaTHYHH
6poj __ 0Opoj paiyna y ,

(na3ue 6anke)
(y namem Texcry: Mi3Bpmmian) ca apyre crpaHe.

I YBOJHE OAPEJIBE YI'OBOPA
Ynau 1.

YToBOpHE CTpaHe Cy cariacHe ja je:

- Hapyunnan y cknany ca oxpentama 3akona o jaBHEM HaGaBKama (“Cn. rmacauk PC”,
6p. 124/12, 14/15 u 68/15) cposeo jaBHy HabaBKy Mate BPEIHOCTH, YHjH je IPEAMET
~HabaBka ycrmyre — ompkaBame CHCTEMa 3a 3AIUTHTY AITHKATHBHHX cepBepa u Oasa
To/laTaKa ¥ CUCTEMa 3allTHTE NPU HHTErPallkjamMa ca eKCTEPHUM CHCTEMHMA®;

- Msspmmnan mocTaBHO MOHYAy 3aBeseHy mox Gpojem on

(nonywasa napywunay) 2018. roaune, koja je cacTaBHM 1e0 OBOT

YroBOpa;

- Hapyuwmnan y cxmamy ca 3akoHOM o jaBHHMM HaGaBKama HOHEO Onnyky o nmomenu
yroBopa 3a HabaBKy yCIIyre — O/Ip)KaBarbe CHCTEMA 3a 3aIITHUTY arlIMKATHUBHUX cepBepa
u 6a3a rojataka M CHCTeMa 3alUTHTE NPH HHTErpalMjaMa ca eKCTEPHHM CHCTEMUMA,
penau 6poj 24/2018 (6poj: ox 2018. roamue
nonyreasa Hapy4unay).
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OWPEKTOPAT
UmsunHar
BAZOYXCIMNOBCTBA
PENMYBIMKE CPBWJE

I [TPEAMET YI'OBOPA
Unau 2.

[Ipeqmer oBor yroBopa je HabaBka yciayre — OAp)KaBarme CHCTEMA 3a 3AIMTHTY
AlUIMKAaTHBHUX cepBepa M 0asa mojaraka W CHCTEMa 3alUTHUTE NPH MHTErpandjaMa ca
SKCTEPHHM CHCTEMHMA, Y CBEMY IpeMa TEXHHYKO] CrenupuKaLuji, a o nonym Usspimmona
(6poj: on 2018. rogune nonyrwasa napyuunay).

IIpunor 1 — Peiemsa 3a Koja je MOTpeGHO NPYXXUTH MOAPIIKY YHHHU CACTABHH €0 OBOT
yroBopa.

Bpennoct yrosopa u miaharme

Ynan 3.
YkyIHa neHa HaGaBKe Ha FOAMIIIbEM HHBOY W3 WIaHa 2. OBOI YTOBOpA, y CBEMY HpeMa
TEXHUYKO] crenMduKanuju, H3HOCH nuHapa 6e3 I1/]B-a.
Ilena pabaBke Ha MECEYHOM HHBOY M3HOCH nuHapa 6e3 I1][B-a.

3a obasese nnahamwa Koje jocneBajy mo oBom yrosopy y 2019. roausn, Hapyunnan he
BpIKTH Mnahame M3Bpiurony y3 ycinos o6e3behema notpebrux cpencrasa y ®unancujckom
mrany Hapyunona 3a 2019. roauny 3a 1o6pa koja cy npeaMeT oBe HabaBke.

Ynan 4.
Hapyunnan ce obaBe3yje fa H3HOC 1I€HE U3 4WiaHa 3. ctaB 2. OBOT yrosopa ymiahyje Ha
MECEeYHOM HHBOY Ha TeKyhu padyH M3spummona y poky ox naHa (nonymasa

usepuwiuIaY Ha OCHOBY 06pacya nowyde) oji JaHa JOCTaB/bamka (GakType 3a yCiIyre U3BpIeHe y
MPETXOJIHOM MECENy, 8 HAKOH NMOTIMHCHBAKA 3alKMCHIKA O U3BPIIEHUM YCJIyrama Of CcTpaHe
osnamhenux npeacrasauka Hapyunona u U3spmmona.

Unau 5.

M3ppmmnan ce o6aBesyje 1a 06e30eM TEXHHIKY 1 IPOU3BOhauKy TIOJIPINKY 3a pelueiha
HaBezieHa y IIpuiory 1 oBor yroBopa, Ha nepHoz o rOAMHY 1aHa Of JaHa CTYIama Ha CHary
OBOT' YTOBOpa.

IToxpuika o6yxBara pemasame CBHX IIpo6iieMa KOjU HACTAHY Y BpeMe Tpajama yroBopa
¥ To noj cneachum ycnoBuma:

1) moxpmika ce npya panHum naHoM y Bpemery ox 08:00 mo 16:00 uacosa;
2) CBM MHIMIEHTH, Y 3aBUCHOCTH O]l IIPHOPHTETA, KOju ofpehyje Hapyunnan, pernasajy
Ce y pOKOBHMMa IIpHKa3aHuM y cienehoj Tabenu:

Hapamerpu
Bpeme 1o xonauHor
Ilpuopurer Bpeme o3uBa Bpeme onmopaska peNARARG
KpnTayan 2h 24h < 14 nana
O30nman 2h 48h < 14 nana
Huzax 24h 7 nana <15 nana

3) moryhHoCT mpHjaBe M OTBaparma CEpPBHCHOT Ciydaja TenedOoHOM HiH email-om 8x5 ]
paJiHuX JaHa y HelleJbH, 8 palHuX caTH JAHEBHO);
4) ycnyry ynajbeHe TEXHUYKE TO/IpIIKE:;
(1) Tenedboncky noapuky u AeteKumjy npobaeMa yaabeHum IPUCTYTIOM MPEXH
Hapyunona;
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OUPEKTOPAT
UMBMNHOr
BASOYXCINOBCTBA
PENYBIAMKE CPBWIE

(2) xomynukauujy ca TAC-om mnpousBohaua ompemMe U HpOHATAKEHE
NPABPEMEHHX/TPAJHUX PeIleha 3a OTKIIambarke Ipobdiaema;

(3) acucTeHnHMja y NpHMEHH NPHBPEMEHOT/TPAjHOr pellema 0e3 W3nacka Ha
noxkanujy Hapyumona;

(4) ananmsa rpemaxa u alapMHHX IOpYKa.

5) ycayry TeXHHYKE MOApIIKe Ha Nokanuju Hapydunona;

(1) omopaBak (YHKUHOHATHOCTH MpEKe y NpeABHHEHOM BPEMEHCKOM POKY Y
cknany ca SLA mapameTpuma. YKONMKO je ONOpaBaK W3BPIIEH HPHBPEMEHAM
peliemeM, rapauryje ce omopasak MHH 70% (GyHUMOHATHOCTH MpPEXHHX
CepBHcCa;

(2) npumeHa npuBpeMeHOT/TpajHOT pellieksa Ha okanuju Hapyduona;

(3) Upgrade SW ypehaja ce Bpu camo ako je TO HEONMXOJHO 3a OOpaBakK
(bYHKIIHOHAIHOCTH.

6) M3Bpirian je Ayxad 1a npubaBH CBe JMIEHIE M NPETIUIaTe Koje he oMoryhutu ma
peruersa u3 [Ipunora 1 oBor yropopa paje HeOMETaHO.

Unamu 6.

Ykonuko VI3Bpimian He HCTIOMTYje POKOBE HABEICHE y WIAHY 5. cTas 2. Tauka 2) oBor
yrosopa, Hapy4mian Hehe 6utu y obaBesu la HCIUTaTH M3HOC IIEHE 32 YTOBOPEHY yCIyry 3a
Mecell y KOjeM HHje HCIIOLITOBAaH YTOBOPEHH POK.

Yxonuko M3Bpimnan HacTaBu ca HEH3BPIIABAIEM CBOJUX YTOBOPOM Ipey3eTux
obasesa, Hapyuunan he aktuBupatd GaHKapcKy rapanmmjy 3a 100po H3BpIIeme mocna, y
UeJIOCTH H MMa MpaBO jeJHOCTPAHOT DACKHMIa OBOT YroBOpa, y3 OTKa3sHM PoK ox 45
(ueTpmecerner) maHa.

3ainTHTa MOBEPJHUBHX I10/1aTaKA
Ynau 7.

W3spmmnan ce o6asesyje na fie cBe nndopmanuje 10 xojux nobe y ToKy usBpiiema
OBOT' yroBOpa, Ka0 ¥ HAKOH 3aBPIIETKA YTOBOPHE Capa/iibe, TyBaTH Kao IOCTIOBHY TajHy U Ja
he ca wuMa nocTynaTy ca HajcTpOKOM MoBepsbuBOIIhY, Te [1a TakBe uH(pOpMaNHje 1 noaaTKe
Hehe IIpeHeTH, peaTH, CAOTIITHTH, HUTH Ha U0 KOjH HAYMH YIHHUTH NOCTYITHUM OUII0 KoM
Tpehem smny Ges nperxoznne carnacHocTd oBnamheror muna Hapyunona.

Yxomuko M3spimmnan Ha GUT0 KOjH Ha4YMH OTKpHje rOpe HaBEJEHE IOJaTKe ycaen
YMHILUB3ja WK Kpajibe Hemnaxmbe, obaBesyje ce Ha HaKHA/IY LITeTe.

bankapcka rapanmuja
Ynan 8.

Mspmmnan ce obasesyje na Hapyumony noctasu Gamkapcky rapaHiujy 3a xobpo
U3BpINIEEs-E I10C/Ia KOja je 6e3yCIoBHA ¥ IIaTHBA Ha IIPBHU TIO3UB, y POKY O 15 (metHaect) nana
O faHa NOTHHCHBAaK-a OBOT yroBopa. bankapcka rapannnja ce usgaje y Bucuau on 10% ox
YKYIHE BPEIHOCTH OBOT yrosopa, 6e3 [1/[B-a, ca pokoM BaxHOCTH KojH je 30 (Tpunecer) nana
AY>KH O]l KCT€KA POKa 3a KOHAYHO U3BPINEHE II0C/A.

Hapyunnan he aktusupatu GaHkapcKy rapasumjy 3a mo6po M3BPILEHE I0CTa, Y
IeJIOCTH, YKOJMKO W HAaKOH IHCAaHOI yNo3opewma OX crTpaHe Hapyuwoua, mactasm ca
HCU3BPINABakeM MPEy3eTHX YTOBOPHUX 00aBe3a.
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ANPEKTOPRAT
LUMsUNHoOr
BASAYXCMNOBCTEA

PETIYSIIMKE CPEWNIE

I11. 3ABPIIHE OJIPEJIBE
Ynau 9.

CBaka oJ yroBOpHHX CTpaHa MOXe PacKHHYTH OBaj YroBOp y ciydajy Aa Apyra
YTOBOpHA CTpaHa HE M3BpLIaBa CBOje€ yroBOpHE 00aBe3¢ y CBEMY HAa YTOBOPEHH HAYHH M y
YTOBOPEHOM POKY, OHOCHO y CIIy4ajy /ia BpIIKM GHTHE IOBpelie YroBopa, y cMucITy oapenaba
3aKoHa 0 00JIMTralOHUM OJIHOCHMA.

YroBopHa cTpana he npe noaHolema 3axTeBa 3a packux yroBopa 06aBeCTUTH ApyTY
YTOBOPHY CTpaHy O KpIUEHY YTOBOPHE 00aBe3e M TOM IPUIMKOM HABECTH Y YEMY Ce CacToju
KpIICHE UCTE, Ka0 M 3aXTEBATH Jia CE TO UCIPABH y POKY Of 5 (TeT) aHa o1 JaHa 0CTABIbakha
obaBemTema.

Y ciny4ajy jemmoctpaHor packujga yropopa, Hapyumnanm uma IOpaBoO Ja aKTHBHpa
cpezctBo obe3beherma u3 unana 8. oBor yrosopa.

Yxosmko mohe 10 cropasymHOr packmaa yroBopa, YTOBOpHE cTpaHe he perymucaru
MehycobHa norpakiBama Koja IPOMCTAYY U3 OBOI YTOBOPA.

Ynan 10.

3a cBE OHO IITO HHj€ PEryIucaHo OBHM YTOBOPOM, IpUMERYjy ce oapenbe 3akoHa o
00NHranuoHUM OJHOCHMA.

Yman 11.

YKOIMKO TOCHe 3aKjbyuera OBOT YrOBOpa HACTYNE OKOJHOCTH KOje OTexaBajy
HCIyBeibe 00aBe3e jeHe YTOBOPHE CTpaHe MITH aKO Ce 360T HBHX HE MOXe OCTBapHMTH CBpXa
YIOBOpd, y TO) MEPH /12 J€ OYHITIEHO /1a yTOBOD BHIIE HE OATOBapa OYEKHBAKHMA yTOBODHHX
CTpaHa ¥ Jia OM [0 ONIUTEM MULLbEY GHIIO HEIPABUYHO OJPIKATH r'a HA CHA3H TaKBOT, CTpaHa
K0jOj je OTexaHo HCTyHeHe 06aBe3e, OHOCHO CTpaHa Koja 360T IPOMEEHNX OKOIHOCTH He
MOXE OCTBApHTH CBPXY yTrOBOPa, MOXE 3aXTEBATH /Ia CE YTOBOP H3MEHH HIIH PacKHHe.

Unau 12.

EBenryaine cmopose HacTaie y Be3H ca NPHUMEHOM H H3BPIICHEM OBOI' YTOBOpA,
YTOBOpHE cTpaHe he HacTojaTh a OTKIIOHE CIOPa3syMHO, a YKOJIUKO TO HHUje Moryhe, Hamtexan
je IpuBpennu cyn y Beorpany.

YUnan 13.

OBaj yroBop cTyma Ha cHary Ha JaH MOTIHCHBAmA O cTpaHe oBnamherux
TIpEICTaBHUKA yTOBOPHUX CTPaHa M 3aKJby4yje Ce Ha HEPHOJ O TOAMHY JaHa OJf JaHa CTymama
Ha CHAry OBOT YroBOpa.

Unau 14.

OBaj yroBop caummseH je y 4 (4eTHPH) HCTOBETHA IIPUMEpKA, O KOjUX CBaKa yroBOpHa
CTpaHa 3ajprkasa 1o 2 (1Ba) npuMepKa.

/JlMpeKTopaT NMBHIHOI Ba3yXoIJI0OBCTBA HU3BPUIMJIIALL
Peny6mxe Cpouje

AUPEKTOP

Mupjana Yuzmapos
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AVPEKTOPAT
LIMBUNHOT
BA3LYXOMNOBCTBA
PETIVEIVKE CPBUJE

ITpunor 1 — Pemema 3a koja je HOTpeOHO NPYXKUTH TTOAPIIKY
1) Pememe 3a 3amTuTy 6a3a nogaraka

IoTpe6HO je uenopy4MTH THUEHITY 32 0GHOBY MOJIPIIKE M MPETILIATE 33 HEOMETaH Pajl pelllerha
3a 3aITHTY Gase moJataxa, Koja o6esbehyje HeHTpanmu30BaHy KOHTPOILY, npaheme CHrypHOCTH
mojaTaka y pealHOM BPEMEHy, KOHTPOJIY INPHCTYNa Kao M ayTOMAarcko peryJIaTOpHO
H3BeIITABAME.

P/N Omnuc KOJIMYMHA
EOELGLL | IBM Security Guardium Collector Software Appliance I

Install Annual SW Subscription & Support Renewal
EOMQKLL | IBM Security Guardium Data Protection for Databases
Resource Value Unit (MVS) Annual SW Subscription | 1
& Support Renewal 12 Months

2) Pememe 3a3amtury Web annkanuja

ToTpebHo je ucropyunTy JIMLEHIE 32 06HOBY OAPIIKE M IIPETILIATE 32 HEOMETAH Pajl perea
3a 3awTuTy Beb amukanyja o HeayTOPH30BaHUX M 3T0HAMEPHHUX aKTHBHOCTH Ca HHTEpHETA.

P/N Ommuc KOJTHYU

Ha
FC-10- FortiWeb-VMO01 1 Year Standard Bundle (8x5
VVMO1- FortiCare plus AV, FortiWeb Security Service, and IP | 1
935-02-12 Reputation)

3) Cucrem 3a HHTerpanMjy H KOpeJanujy JI0roBa ca JeTeKuHjoM NpeTHH

IToTpe6HO je MCIOpyYHTH NHIEHIE 32 OOHOBY NOAPIIKE M INPETIUIATE 32 pan pemema 3a
IPUKYTIUbake, HHTETPAlKjy ¥ KOpEenalujy JIoroBa ca JETEKIHjOM IPEeTHH.

P/N Omuc KOJIUYH
Ha

EONBALL | IBM QRadar Software Install Annual SW Subscription 1
& Support Renewal 12 Months

EONBCLL | IBM QRadar Event Capacity 100 Events per Second
Annual SW Subscription & Support Renewal 12 | 4
Months

EONEGLL |IBM QRadar Software Node Install Annual SW
Subscription & Support Renewal 12 Months
EOMS9LL | IBM Security Directory Suite Standard Edition Non-
Production Processor Value Unit (PVU) Annual SW | 70
Subscription & Support Renewal
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MPEKTOPAT
UMBUNHO!
BASOYXOMNOBCTBA

PEMYGINWKE CPEWMIE

15. TEXHUYKA CHENUO®UKAIINIA, TEXHUYKE KAPAKTEPUCTHUKE H
3AXTEBU

Ioryhay TpeGa na 0Ge30ean TEXHUUKY U TPOM3BONaUKy OAPIIKY Y Tpajary O je[He TOHHE.
Ioznpiika obyxBata pelnasame CBAX MpoGiieMa KOji HACTaHy y BpPEMe Tpajarba YyroBOpPa | TO
noj cienehum ycinosuma:
1) Iloppuka ce mpysa pagHuM JaHOM y BpemeRy ox 08:00 mo 16:00;
2) Cpy MHIMICHTH, Yy 3aBHCHOCTH O] IIPHOPHUTETA, CE& PEINaBajy y POKOBHMa
npHKasaHuM y ciaeaehoj tabenu:

IlapameTpu
Bpeme 10 xonagnor
Ilpuopurer Bpeme ox3uBa Bpeme onmopaBka SemAn i
Kpurnuan 2h 24h <14 nana
O36mban 2h 48h <14 nana
Hmsak 24h 7 nana <15 nana

3) moryhHOCT npHjaBe ¥ OTBaparba CEPBUCHOT Cllydaja TeneoHOM 1M email-om
8x5 (5 pamuux nana y Heslelby, 8 pajHUX CaTH JHEBHO);
4) ycnyry ynajbeHe TeXHHYKE IOJIPIIKE:
® TeneOHCKY MOAPIIKY U AeTeKUHjy mpobiiemMa yaabeHuM IIPUCTYTIOM MpPEXH
KopucHuxka;
e xomyHukaumujy ca TAC-om mpoussohasa ompeme wu NPOHAIAKEHE
NPUBPEMEHUX/TPAJHUX Pellickha 32 OTKIIambarke Ipobiema;
® AaCHCTEHIHM]a Y NPHMEHM NPUBPEMEHOI/TPAjHOT pelnema 6e3 H3macka Ha
JIOKaNMjy KOPHCHUKA;
® aHajM3a rpellaka u alapMHUX MOpYyKa.
5) VYenyry Texundke nospuke Ha okanuju Hapyunona:
® onopaBak (QYHKUMOHATHOCTH MpeXe y IpeABHHEHOM BpEMEHCKOM POKy y
ckmany ca SLA mapameTpuma. YKOIHKO je ONOpaBak M3BpLICH TIPUBPEMEHHUM
peluemeM, rapantyje ce omopasak MuH 70% (yHIHOHATHOCTH MPEKHHX
CepBHCa;
° NpHMEHa IPUBPEMEHOT/TPajHOT pellersa Ha Jokauuju Hapyunora;
e Upgrade SW ypehaja ce Bpmm camo ako je To Heomxomo 3a oIropaBak
(PYHKIIMOHATHOCTH.
6) Ilonybad je nyxam na mpubaBu CBe MHIEHIE U pETILIATE koje he omoryhurtu
Jia peluera pajae HeoMeTaHo (y HacTaBKy TekcTa he OWTH ommcane norpebue
JULICHIE).
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AVPEKTOPAT
UMBUNHOI
BA3AYXCMNOBCTBA
PENYENWKE CPBWIE

Pemema 3a Koja je IOTpeOHO MPYKUTH MOJPIIKY CY:
e Pememe 3a 3amTuTy 6a3a mogaraka

[ToTpebHO je MCIOPYYHMTH JHMIEHIY 3a OOHOBY MOJPIIKE M IIPETIUIATE 338 HEOMETaH pan
peliera 3a 3amTATy 6ase mojaraka, koja obesbehyje menTpann30BaHy KOHTpONY, npaheme
CHTYDHOCTH TOflaTaka y pPEalHOM BpEMEHy, KOHTPOIY IpPHCTYa Kao ¥ ayTOMAaTcKo
PEryIaTopHO U3BEIITABALE.

P/N Omuc KOJIMYUHA
EOELGLL | IBM Security Guardium Collector Software Appliance i
Install Annual SW Subscription & Support Renewal
EOMQKLL | IBM Security Guardium Data Protection for Databases
Resource Value Unit (MVS) Annual SW Subscription 1
& Support Renewal 12 Months

e Pememe 3a 3amTaTy Web amumkanuja

IToTpeGHO je MCmOpy4MTH JHMIeHIE 3a OGHOBY MOAPIIKE W NPETIUIATE 33 HEOMETAH pan
peiersa 3a 3amTuTy Be6 amnukauuja oa HeayTOpH30BaHUX U 3JOHAMEPHHX aKTUBHOCTH Ca
HHTEpHETA.

P/N Omnmuc KOJIHYMHA
FC-10- FortiWeb-VMO1 1 Year Standard Bundle (8x5

VVMO1- FortiCare plus AV, FortiWeb Security Service, and IP 1
935-02-12 Reputation)

e Cucrem 3a HHTerpauHjy 1 KOpeJalujy JOroBa ca AeTeKIH jOoM NpeTmu

[TorpebHo je mcnopyunTH nHueHIEe 32 06HOBY MOApPIIKE OpeTIUiaTe 3a paj peuiema 3a
NIPUKYIUbalsE, HHTErPAlA]y U KOPENalyjy JIOroBa ca AETEKIHjOM IPETIHH.

P/N Omnuc KOJIMYHHA
EONBALL | IBM QRadar Software Install Annual SW Subscription
& Support Renewal 12 Months

EONBCLL | IBM QRadar Event Capacity 100 Events per Second
Annual SW Subscription & Support Renewal 12 4
Months

EONEGLL |IBM QRadar Software Node Install Annual SW
Subscription & Support Renewal 12 Months
EOMS9LL IBM Security Directory Suite Standard Edition Non-
Production Processor Value Unit (PVU) Annual SW 70
Subscription & Support Renewal

1
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LMBUNHO
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PEMNYBVKE CPEUJE

16. OBPA3AIL CTPYKTYPE LIEHE

Y cwimany ca wiadoM 12. llpaBunHuka o 0GaBe3sHHM eJleMEHTHMAa KOHKYpCHE

JOKYMEHTalMje y MOCTYNIMMA jaBHUX HabaBIM M HAuMHy JOKa3UBakba HCITYEEHOCTH YCIIOBa,

nonyhau

J0CTaBba CTPYKTYpY LEHE Yy MOCTYIKY

jaBHe Ha0aBKe Majle BPEJHOCTH YCIyre — ONpKaBame CHCTEMA 3a 3alITUTY AITHKATHBHHX

cepBepa 1 0asa mojataka U CHCTEMa 3alITHTE IPH MHTErpalijaMa ca eKCTEPHHM CHCTEMUMA,

pexauu 6poj 24/2018, xako cneau y tabemn:

Llena na VYkynHa nena YkynHa nena
MECEYHOM Ha FOIMINELEM | Ha FOAMIIEEM
Pennn
6o Onuc HHBOY y HHBOY Y HHUBOY y
nuHapuma 6e3 | auHapuMa 6e3 JHHapuMa ca
[1/1B-a 11/IB-a [1/1B-om
OnpixaBame cucrema 3a
3aIlTUTY AlUTHKATHBHUX
1 cepBepa U 0a3a nogaraka u
cucTeMa 3allTUTE TIPH
MHTErpalijama ca
€KCTePHHM CHCTEMUMA
ITonyna Baxxu 60 maHa moYeB o1 OTBapama MOHYIE.
Ilena je ¢pukcHa u U3paxkeHa y JTUHAPUMA.
Jatym M.IL. ITonyhau
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LIMBUNHO
BASAYXCMNOBCTBA
PENYBIWMKE CPBENIE

17. MOAEJI BAHKAPCKE I'APAHITUJE 3A O3BM/BHOCT IIOHYJIE

Beorpan, . .2018. roaune
Kopucruk: Jlupekropat nMBHIIHOT BasayXomnioBcTBa PenyGmuke Cpbuje, ynuna Cxanmapcka 23
u 23/1, Beorpan

Hanoropagair: (Vnemu ume nonyhaua)

C o63upom je (Vnemu ume nomyhaua) (y namem Tekcty:
HaJIOro/1aBall) IOCTABHO IIOHYy 32 jaBHy HabaBKy yclyre — OJpXaBambe CHCTEMA 3a 3alITHTY
aIUIMKATHBHHX CepBepa W 0asa mojataka M CHCTEMa 3alTWTE NPH WHTErpanujama ca
eKCTepHUM CHCTeMHMa JIHpeKTopaTta WHBHIIHOT Ba3yXomnoBcTea Peny6muxe CpGuje, yimua
Cxapapexa 23 u 23/1, Beorpan (y na/beM TeKCTy: KOPHCHHK), 6poj jaBHe HaGaske 24/2018.
Cxonso ycnoBuma u3 KoHKypcHe Jokymerauuje JHMB 6poj 24/2018 manoromamam ce
0baBe3a0 J1a J0CTAaBM KODHCHHKY TapamIMjy 3a O3GHJ/BHOCT TOHYHE y W3HOCY Of
(5% on BpeaHOCTH MOHYE) MHApA.

Ha 3axteB HanoromaBua, mu (Ynemu ume Banxe 2apanma),
H3/[ajeMO OBY HEOIO3UBY, Ge3yCIIOBHY, HAIUIATHBY Ha NIPBH TIO3MB U Ge3 TpaBa Ha IIPUTOBOP,
rapaniujy, kojom Bam rapantyjemo na hemo usBpimTy niahame y Bally KOPHUCT 0 YKYITHOT
MaKCHMaJIHOT H3HOCA OfI:

PCJ1 5% ox BpeanocTn monyjie (cnopuma: )

IIO [IpHjeMy Balller IPBOT II03KBA Y IIUCAHO] (POPMH M BAIlle THCAHE H3jaBe y K0joj ce HaBOJIH:

1. Tlonyhau (manoronaBar 3a M3jaBame rapaHIlje) U3MEHHO WM OIIO3BAO0 IIOHYAy 3a
BpeMe Tpajama BAKHOCTH IMOHYHe, Ges carmacHocTH JlupeKTopaTta IMBHIHOL
BasayxomnoscTBa Peny6imke Cpbuje (kopucHHKa rapannmje) wim;

2. Tlonyhau (Hanorozasail 3a u3/iaBame rapasije), Hako j€ YIIO3HaT ca YHIEHUIIOM /14 je
HBET0Ba NOHyZAa mpuxsalieHa of crpane J[WpekTopara UMBHIHOT Ba3AyXOILIOBCTBA
Peny6muke Cpbuje (kopucHuKa rapanmuje) Kao HajmoOBOJGHMjA U [I03BAH JIa Y POKY Of
3 (Tpu) nama moTHHLIE YTOBOP, HCTH HE NOTIHIIE y 03HAYEHOM POKY HIIH onbuje na
MOTIHUILE YIOBOP, CXOJIHO YCIOBHMA U3 TIOHY/IE FIIH;

3. Tlonyhau (manorozasan 3a u3/aBarme rapaHiuje) HHje yCHeo wim Jje oxbuo jma nocraBu
CpeAcTBO rHAHCHjCKOT 06e30elera 3a 106po U3BpIIERHe oCa.

I'ope HaBezenn mo3uB ¥ u3jaBa Mopajy GuTH OBepeHH BamiiM neqatoM i moTIHcaHH OJI cTpaHe
osnamhenor nuna Baimer npassor nuna.

Pok BaxxHocTH OBe rapanumje je 60 (meszmecer) paHa o OTBapama MOHY/a, T€ OBa rapaHlyja
BaXH N0 matyma _ . .2018. ropuse, Te CBH BallM IIO3MBH HA HAIUIATY 11O OBOj rapaHIHjH
Mopajy cTHNY 3aKJbY9HO ca THM JaTyMOM.

Ha oBy rapanmmjy ce npumemyjy onpenbe JemnoGpasuux NpaBUia 33 rapaHiyjy Ha [O3MB,
peeusuja 2010. roqune (URDG 758) Mebynaponue Tprosuscke komope y I[Tapu3y.

(Ynemu ume nonyhaua) (Vnemu ume 6anxe)

(O02080pH0 nuye nonyhaua) (Ooz060pHo nuye banxe)
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BA3YXOMNOBCTBA
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18. MOAEJI BAHKAPCKE I'APAHIIMJE 3A TOBPO U3BPIIEIGE ITOCJIA
Beorpan, . .2018. roaune

Kopucruk: Jlupexropar uuBriIHOr Basayxomiosctsa Peny6muke Cpbuje, yi1. Ckanapeka 23 u
23/1, beorpan

Hanoropasai: (Vuemu ume nonyhaua)

C o63upom pa cy (Vnuemu ume nomyhaua) (y namem Texcry:
Hajorofasal) u JIMpeKTOpaT NMBIIHOr BasAyXomioBcTa Pemy6mke CpGuje, yn. Ckamapeka
23 n 23/1, beorpan, (y AajbeM TEKCTY: KOPHCHHMK) 3aKJbY4HIIM YTOBOD 3a HaGAaBKY yciyre —
OpXKaBalbe CHCTEMA 32 3AIUTUTY alVIMKaTHBHHUX cepBepa u 6a3a mojaraka U CHCTEMA 3aIITHTE
TP HHTETpallijamMa ca eKCTEPHUM CUCTeMHMA (Y JabeM TEKCTy: YToBop).

CxozHo 3aKiby4eHOM YTOBOpY, a y CKJIajly Ca YCIOBUMA U3 KOHKYPCHE JoxymeHTtauuje JHMB
0Opoj 24/2018 nanoronasarn ce 06aBe3ao 1a 10CTaBH KOPUCHHKY IapaHIjy 3a nodpo u3BpIICHE
nocna y usHocy on _10% oa BpeaHOCTH YroBopa quHapa.

Ha 3axteB nHasmoromaBma, Mu (Vuemu ume bBanxe zapanma),
U37a)eMO OBY HEOIO3HBY, O€3yCIIOBHY, HAIUIATUBY Ha IIPBH TTO3HUB U 6e3 paBa Ha IPUTOBOP,
rapanigjy, kojom Bam rapantyjemo jia hemo n3BpumTi ninahame y Bamy Kopuct 10 YKYITHOT
MaKCHMAaJIHOT U3HOCA Of:

PCJI 10% oa BpeanocTH yropopa (cioBuma: )

10 NIpUjeMy Balller IPBOT T03KBA Y NIUCaHOj GOPMH M Balle MUCaHe H3jaBe Y K0joj C€ HaBOMH:
l. na je momyhau, HamoromaBanm raparmmje, (Vuemu ume
Hano200asya) PeKpIIHO cBOjy(e) 06aBe3y(e) U3 3aKIbyIEeHOT VYrogopa,
2. y xoM mornexy je mnoHyhad, HaNOromaBan 3a H3AaBame rapasigje,
(Vremu ume nanozo0asya) u3spmmo npexpimaj.

I'ope HaBesieHH MO3MB ¥ M3jaBa MOpajy GUTH OBepeHH BamuM nedatoM u oTIHCAHH O]l CTpaHe
osnamheHor nuia Bamer npasror nuna.

Pox BaxHocTH oBe rapamnmje je 30 (TpumeceT) maHa AyXH OX HCTeKa pOKa 3a KOHa4YHO
U3BPIICHE II0CTIA, TC OBA FapaHIMja BaXH 0 IaTyMa __. . . TOJMHE, T€ CBH Bl TIO3UBH
Ha HaIlIaTy 10 0BO]j rapaHIKj1 MOpajy cTHhH 3aKJbYYHO ca THM JaTyMOM.

Ha oBy rapanumjy ce npuMesmyjy onpende JennoGpasHux mpasuia 3a rapaHIlfjy Ha IO3UB,
peeusmja 2010. roqure (URDG 758) Meljynapoase TproBrrcKe komope y ITapusy.

(Yuemu ume nonyhaua) (Yuemu ume 6anxe)

(Oozo060pro nuye nonyhaua) (Oozoeopro nuye 6anxe)
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BASOYXCONOBCTEA
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Kowmrcrja 3a jaBHy HabaBKy Malle BDEHOCTH yCIIyTe — OAPIKABake CHCTEMA 33 3aIUTHTY
alIMKaTHBHUX CepBepa U 0a3sa mojaraka i CHCTEMa 3alUTHTe IPH WHTErpanmjama ca
ekcTepHuM cuctemnma 6poj 24/2018 (6poj 6/9-01-0035/2018-0003 ox 18. cenrembpa 2018.
roguHe) naje ciegehy

NU3JABY

OBoM u3jaBOM mmapljyj €MO J1a CMO yYECTBOBAIIM y H3PA/Id KOHKYPCHE JOKyMEHTaIHje
3a npexmeTHy JHMB koja uMa ykymHO 35 cTpana U carnacHH ¢MO ¢a HBeHOM CaJIpKUHOM.

Komucuja: .
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